ITamsTKa 1719 poAUTe IeH
WH®OPMAIIMOHHAS BE3OIIACHOCTD JIETEA

OmpeneneHue TepMHHA «MHPOPMAIMOHHAs 0€30IaCHOCTh JIETEH» COJCPKUTCS B
@enepanbHoMm 3akoHe Ne 436-D3 «O 3amute neteil oT uMHGOpPMAIMM, TPUYUHSIONIEH Bpen HX
3J0pPOBBI0O M PAa3BUTHIO», PETYIUPYIOUIMM OTHOLICHUS, CBS3aHHBIE C 3allUTOM JETEd OT
uHpOpMaIMY, MPUYUHSIOMICH Bpex UX 310pOBbI0 U (Miau) pa3BuThio. COrjacHO JaHHOMY 3aKOHY
«uHpOpMaIMOHHAs Oe30MacHOCTh JIETeH» - 93TO COCTOSHHE 3alUIICHHOCTH, IPH KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBI C TpUYMHEHHEeM WHGOpMaIueld Bpena WX 3I0pOBbIO U (HIIH)
¢bu3nIecKkoMy, ICUXUYECKOMY, TyXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHIO.

B cuy ®enepanbpaoro 3akoHa Ne 436-D3 wHbopManuel, NPUYUHSIOMESH BPEI30POBBIO U (HITH)
Pa3BUTHIO IETEU, ABIAETCS:

- nH(pOpMaIus, 3anpeieHHas JIsl paclipoCTPAHEHUsI CPEIU JIETEH;

- nH(popmalus, PpacHpoCTpaHEHHWE  KOTOPOW  OrpaHUYEHO  Cpelnu JEeTEl OIpeleleHHbIX
BO3PACTHBIX KaTErOpUH.

K undopmanuu, 3anpenieHHoH 1 pacnpoCTpaHeHUsl Cpein AeTel, OTHOCUTCS:

1)  umapopmamms, mMOGYKIAOMAs AeTell K COBEPHIEHUIO AEHCTBUH, MPEACTABIMIONINX YIPO3y HX
KU3HU U (UJIM) 310pOBBIO, B T.4. IPUYMHEHUIO BpeJla CBOEMY 37I0POBBIO, CAMOYOUNCTBY;

2) crocoGHOCTh BBI3BATH Y JIETel KelaHue ymoTpeOUTh HAPKOTHYECKUE CPECTBA, TICHXOTPOIMHbBIE U
(wn) oaypMaHHUBAIOIIWE BEIIECTBA, TaOayHBIC W3ICNIHS, AJIKOTOJBHYIO M CIHHUPTOCOICPIKAITYIO
MPOIYKIINIO, TMBO M HAITUTKH, U3TOTABIMBAEMbIC Ha €0 OCHOBE; MPHHSTH y4acTUE B a3apTHBIX UIPax,
3aHUMAThCS MTPOCTUTYIIUEH, OPOASHKHIYECTBOM HITH TIONPOIIAHIYECTBOM;

3) 060CHOBBIBAIOIAS MM OMpPAaBAbIBAIONIAS JOMYCTMMOCTh HACHIMSA M (WJIM) ’KECTOKOCTH JHGO
noOyKJaroniasi OCyIIEeCTBISTh HACHUJIBCTBEHHbIE JIEHCTBUS MO0 OTHOUICHHUIO K JIIOASM U >KHMBOTHBIM
OTpUIAIONIAsl CEeMEWHbIEe LIEHHOCTH U (OPMHUPYIOIIas HEYBaXKEHHE K POAUTENSIM U (WUJIH) APYruM
YJIeHaM CEMbHU;

4) onpappIBaomas NPOTUBOIIPABHOE HOBEICHHUE;
5) conepixainas HelleH3ypHYIO OpaHb;
6) conepxaras MHPOPMAIMIO HOPHOTPAPUUECKOTO XapaKTepa.

K unbpopmanuu, pacnpocTpaHeHHE KOTOPOW OrpaHMYEHO Cpeau JIeTel OIpeNeIeHHOro BO3pacTa,
OTHOCHTCSL:

1) I/IH(l)OpMaI_II/IH, IIpeacrasjrsicMas B BUIC 1/1306pa>1<eH1/151 NI ONMHUCaHus KECTOKOCTH, q)HSH‘IeCKOl"O
n (I/IJ'II/I) MCUXUYCCKOTO HACUJIMs, IPECCTYIICHUS NN HHOTO aHTI/IO6H_[eCTBeHHOFO HeﬁCTBHH;

2) BBI3BIBAIONIAS Y JIETEH CTpax, y)Kac WM MaHHKY, B T.4. IPEJCTaBsieMasi B BUJIE N300paKeHUsI HIIN
OTMHCAHUSA B YHWXKAIOMIEH YEIOBEYECKOE JOCTOMHCTBO (OopMe HEHACHIHCTBEHHOH CMEpTH,
3a00JieBaHMs, CaMOyOWICTBA, HECUYACTHOTO Clly4yas, aBapud WM KaTacTpodbl U (UIH) HX
MOCJIeACTBUM;

3) MpescTaBiIsieMas B BUJIE U300PaKEHHUSI WM OMUCAHUS MOJIOBBIX OTHOIIEHUN MEXIY MYKYUHOU U
JKCHIITUHOM;



4) copmepxaiias GpaHHBIE CIOBA U BBIPAKEHHMS, HE OTHOCAIIMECS K HElEH3ypHOHOpaHH.

C yuerom storo Bam npesiaratorcs npasuia paboTsl B cetu MIHTEpHET Uil pa3inuuHbIX BO3PAaCTHBIX
KaTeropuid, cCOOMIOACHNE KOTOPHIX MO3BOJHUT 00ECeunTh MHPOPMALMOHHYIO O€30TMaCHOCTH BAaIIMX
JeTen.

OO0mme npaBuJia 1J1si poauTesien

He3aBucumo oT Bo3pacta peOeHKAa HCHOJB3YHTE MpOrpaMMHOE OOecredeHne, MOMOTaromiee
GWIbTPOBaTh M KOHTPOJIUPOBATH MH(POPMALMIO, HO HE IMOJIATalTeCh IMOJHOCTHIO Ha Hero. Bamie
BHUMaHHE K PEOCHKY - TJIaBHBIA METOJ 3alUTHI.

Ecnu Bam pebeHok nMeeT akKayHT Ha OJHOM U3 colanbHbXx cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.11.), BHUMATEJIBHO U3YyUYHTE, KAKYIO0 HHPOPMAIIHIO TOMEIIAIOT €r0 YIaCTHUKU B CBOUX
npoduiisax u 6iorax, Bkitodas Gororpaduu 1 BUIEO.

[IpoBeprTe, ¢ KAKUMU JIPYTUMU CaliTaMH CBs3aH COIMAIBHBINA cepBuC Bameropebenka. CrpaHudKu
Bamero pe6Genka moryr ObITh 0€30MAaCHBIMH, HO MOTYT H

COJIep’KaTh CCHUIKM Ha HEKeJaTelbHble M ONAacHble CalThl (HampuMmep, MOPHOCAWT, WM CailT, Ha
KOTOpPOM JIpyT' YHOMHHAET HOMep coToBOro TenedoHa Bamiero pebenka unu Bam nomaminuii aapec)

[Toompsiite Bammx neteit cooOmaTe 060 BceM CTpaHHOM WM OTTATKUBAIONIUM U HE CIIUIIKOM OCTPO
pearupyiTe, Korja OHU 9TO JENaroT (M3-3a ONMaceHus MOTePAThA0CTYN K HTEpHETY 1eTH HE TOBOPSIT
poauTeNsiM 0 Tipo0JIemMax, a Takke MOTYT HadaTh UCIOJIK30BaTh IHTEpHET BHE JOMa M IIKOJIBI).

bynsTe B kypce ceteBoii xu3HmM Barero pedenka. MaTepecyiitech, KTo ux npy3bsi B IHTepHET Tak
Ke, KaK HUHTEPeCyeTech peaJbHbIMU IPY3bIMU.

Bo3spact ot 7 10 8 et

B HurtepHete pebeHOK cTapaeTcsi HOCETUTh T€ WIIM MHBIE CalThl, @ BO3MOYKHO U YaThl, pa3pelieHue Ha
MOCEIIEHUEe KOTOPBIX OH HE Modydus Obl oT poauteneill. [loatomy poautensM OCOOEHHO MOJIE3HBI
OydyT Te€ OTYeTbl, KOTOpbIE MPEIOCTABIAIOTCS MPOrpaMMaMU IO OTPAHMYEHHUIO HCIOJIb30BAHUS
Wnrepnera, T. €. Pogutenbckuii KOHTPOJIb UM TO, YTO BBl CMOKETE YBUAETh BO BPEMEHHBIX (haiiiax.
B pesynbrare, y pebenka He OyAeT OLIyHICHHS, YTO 32 HUM BEAETCA MOCTOSHHBIA KOHTPOJIb, OJHAKO,
poauTenu OyayT MO-MpeXHEMY 3HaTh, KaKue CalThl MocelaeT ux pedeHok. Jletn B JTaHHOM BO3pacTe
00Ja/1al0T CUJIHLHBIM YYBCTBOM CEMbH, OHH JIOBEPUYUBBI U HE COMHEBAIOTCA B aBTOpUTeTax. OHU J1100ST
UTPaTh B CETEBbIE UTPHI U MYTEIIECTBOBATH MO MIHTEpHETY, UCTIOJB3Ys SJIEKTPOHHYIO MOYTY, 3aX0IUTh
Ha CalThHI U YaThl, HE PEKOMEHIOBAHHBIE POJAUTEISIMH.

CoBeTtnl o 0e30nacHocTH B ceTd UHTEepHeT 1151 AeTeii 7-8 et

Co3paiiTe CIIMCOK JOMAIIHUX IpaBWiI MocemieHus VHTepHeTa npu yyacTuu jaereiin tpedyiite ero
BBITIOJTHEHUS.

Tpe6yI7ITe oT Bamiero pe6eHKa CO6J'II-OI[GHI/ISI BPECMCHHBIX HOPM HAXOXICHHUA 34 KOMIIBIOTCPOM.
ITokaxkute pe6eHKy, 410 BBI Ha6moz[aeTe 3da HUM HC IIOTOMY 4YTO Bawm st10 X04CTC, 4 IOTOMY 4YTO Bl
OCCIIOKOUTECH O €ro 0€30MacHOCTH U BCErJa roOTOBBI MY IIOMOYb.

KomnbloTep ¢ moakmoueHueM K MHTEpHETY JOKEH HaXOAUThCS B OOIIEHKOMHATE MOJ
IIPUCMOTPOM POAUTENEH.

HCHOJ’ILByﬁTC CIICHUAJIbHBIC JCTCKHUEC IIOMCKOBBIC MalllMHBI.

Hcnons3yiite cpencraa OJIOKMPOBAHUS HEXEJaTeJIbHOTO KOHTEHTa KaK
JIOTIOJIHEHHE K CTaHAapTHOMY Poaurensckomy KOHTpoutto. Co31aliTe CEMEMHBIN AIEKTPOHHBIN SLIUK,



9TOOBI HE MMO3BOJIUTH JIETSIM UMETHCOOCTBEHHBIC ajipeca.

bnoxupyiiTe 1ocTyn K caiiTam ¢ OecIIaTHBIMU MOYTOBBIMH SIIIUKAMH C TTOMOIIBIO
COOTBETCTBYIOLIETO IIPOrPAaMMHOT0 00ECIIEUCHHUS.

[Ipuyuute nereit coBetoBaThCsi ¢ Bamm mepen omyOJIMKOBaHHWEM KakKOH-THOO HH(pOpMAaUH
CpeACTBaMU 3JIEKTPOHHOH MMOYTHI, YaTOB, PErHCTPAMOHHBIX (POPM HUITPODHUIICH.

Hayunre neteii He 3arpyxath (ailiibl, IpOrpaMMBbl WIH MY3bIKY 0€3 BaIlIerocoriacusi.

He  paspemwraiite JETAM HCII0JIb30BAaTh CILYKOBI MTHOBEHHOTI'O obMeHa
COOOLICHUSAMHU.

B «Oemnbrit» CHHUCOK CalTOB, pa3pelIeHHBIX IS MOCEMICHMs, BHOCUTE TOJBKO CAWTHI C XOPOIIEH
pernyTranuei.

He 3a0wiBaiiTe OecemoBath ¢ neTbMH 00 UX JApY3bsax B MHTepHETe, Kak eciu ObIpedb Iia O
JPY3bAX B pEATbHOM )KU3HH.

He nenaiite «ta®y» M3 BONpPOCOB MOJOBOW JKM3HM, TaK Kak B MHTepHeTe NETHMOTYT JIETKO
HATKHYTbCSI Ha MOPHOTPAUIO UM CaUThI «JIJIs1 B3POCIIBIX).

[Ipuyunre Bamero peOenka cooOmare BaM O JHOOBIX yrpo3ax WM TPEBOTaxX, CBSI3aHHBIX C
HNutepuerom. OcTtaBaiiTech CIIOKOWHBIMU W HAIOMHUTE JIETSM, YTO OHU B O€30TIACHOCTH, €CITU CaMu
pacckazany BaM O CBOMX TpeBorax. [loxBamuTe MX M MOCOBETYHTE TMOJOWUTH €Ile pa3 B MOJ0OHBIX
ClyJasix.

Bospacr gereii ot 9 10 12 et

B nanHoM BO3pacTe NeTH, Kak MpaBHJIO, YK€ HACJHBIIIAHBI O TOM, Kakas WH(opMaIus CylIeCTBYET B
Nutepuere. CoBepiieHHO HOPMAIBbHO, YTO OHU XOTAT 3TO YBUAETb, MIPOYECThb, yCiblmarh. [Ipu sTom
HY)KHO TOMHUTb, YTO JIOCTYI K HEXeJaTelIbHbIM MaTepuaiaM MOKHO JIETKO 3a0JIOKHPOBATh NpHU
MIOMOIIYU CPeACTB POIUTENbCKOrO KOHTPOJISL.

Cosernl 10 0e3onacHocTy A aerei ot 9 1o 12 aer

Co3zpmaiiTe CUCOK MOMAIIHUX MpPaBWIJI TOcelieHus VHTepHeT NMpu ydacTUW JeTed U TpeOyHTe ero
BBITIOJTHEHHUSI.

TpeOyiiTe ot Bamero pebenka cobm01eHISI HOPM HAX0XKACHUS 32 KOMITBIOTEPOM.

Habmronaiite 3a pebeHKkoM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKHUTE eMy, 4To BribecriokouTecs o
ero 0e30MacHOCTH U BCErjia TOTOBBI OKa3aTh €My IOMOIIIb.

Kommrerotep ¢ noakinroueHneM B THTepHET MOMKEH HaXOUThCs B 00IIeil KOMHATEIO1 IPUCMOTPOM
pOIUTEIEH.

HCHOJ’IL3yﬁTC cpeacTBa 6J'IOKI/IpOBaHI/I$[ HCXKCJIATCIIbHOTO KOHTCHTA KaK JOIIOJIHCHUC K CTAHAAPTHOMY
PO,[[I/ITCJ'ILCKOMY KOHTPOJIIO.

He 3a0b1BaiiTe npuHUMaTh HETIOCPEACTBEHHOE yyacThe B KU3HU pebeHka OecejoBaTh ¢ JeThbMHU 00 UX
npy3bsax B HTEpHETE.

HacrauBaiiTe, 4TOOBI JI€TH HUKOTJA HE COTJIAIIAJIMCH HA JIMYHBIE BCTPEUU CAPY3bSIMHU IO
HNHurepHery.

[To3BonstiiTe AeTIM 3aXOMUTh TOJBKO HA CAaWThl U3 «OEIO0ro» CHUCKA, KOTOPBIKCO3IaiiTe BMECTE C



HHUMMU.

[Tpuyuute nereil HUKOTAAa HE BbIIABATh JMYHYIO HH(GOPMAIMIO CPEACTBAMHU AIIEKTPOHHOW MOYTEHI,
9YaTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSIMHU, PErHCTPALMOHHBIX (POPM, JTMUHBIX MpoduiIen u
IIPU PETUCTpalMy Ha KOHKYpchl B IHTEpHeTe.

[Ipuyuure nereil He 3arpyxaTh nporpammsel 0e3 Bamero pazpemenus. OObSCHUTE UM, YTO OHU MOTYT
CIIydaifHO 3arpy3uTh BUPYCHI UJIU APYIO€ HEXKEIATEIbHOEIPOIPaMMHOE 00eCTIEUeHHE.

Coznaiite Bamemy peOeHKY OrpaHUUYEHHYIO YYETHYIO 3alliCh JJIsl pad0Thl HAKOMIIbIOTEPE.

[Ipuyunre Bamero pebOenka cooOmarb BaM O JIOOBIX YIpo3ax WM TpPEBOrax, CBSI3aHHBIX C
Wnutepnerom. HamomuuTe AersM, 4To OHUM B O€30MACHOCTH, €CIM CaMM paccKasald BaM O CBOHX
TpeBOrax U OMAaceHMsIX.

Pacckaxute netsm o nopHorpaduu B HTEepHETE.

HacrauBaiite Ha TOM, 4TOOBI J€TH NMPEAOCTABIUIM BaM JIOCTYIl K CBOEW AJIEKTPOHHON MOYTE, YTOOBI
BbI YOIUJINCh, UTO OHU HE 00Ial0TCs ¢ HE3HAKOMIIaMHU.

OO0bsicHuTE JCTAM, qTo HEJIb351 HCIIOJIBb30BATh CE€Thb JJIL XYJIMTraHCTBa,
pacnpocCTpaHeHus CIUIETEH WU yrpo3.

Bospacr gereii ot 13 10 17 et

B 3Tom BO3pacTe NOJAPOCTKU AKTUBHO UCIMOJIB3YIOT MNOMCKOBLIC MAIIMHbI, MMOJIb3YIOTCH
3JIEKTPOHHOI MOYTOM, CJIy:K0aMHU MTHOBEHHOT0 00MeHa COO0IEHUSIMHU, CKAYNBAIOT MY3bIKY U
dunabmbl. ManbuukaM B 3TOM Bo3pacTe 00Jiblle 110 HPABY CMeTaTh BCe OTPAHMYEHUs], OHU
KAXKIYT TPy0Oro 10oMopa, a3apTHBIX UI'P, KAPTHHOK LI B3POC/bIX». /[eBouKkH mpeanoyuranT
o0IaThCS B YaTax, PH 3TOM OHU ropasfio 6oJiee YyBCTBUTEIbHBI K CEKCYaIbHbIM
aomorarteabcTBaM B UHTepHeTe. 3a4acTyio B JaHHOM BO3pacTe POAUTEISAM YiKe BeCbMa CJI0KHO
KOHTPOJIMPOBATh CBOUX JieTel, Tak Kak 00 UHTepHeTe OHM y:Ke 3HAKT 3HAYMTEIbLHO 00JIbIIe
cBOUX poauTesieil. Tem He MeHee, He OTIIYCKAaliTe JeTell B «CBO0OOAHOE MJIaBaHue» no UHTepHeTy.
CrapaiiTech aKTHBHO y4acTBOBAaThB 001IeHUU pedeHka B UHTepHeTe.

Baxxno mo-mpexkxHemy ctporo cobmiofarh npaBuia MHTepHeT-0e30macHOCTH - COTJIAllleHHe MEXIy
poautensiMu U aeTbMu. Kpome TOro, HeoOXOqMMO Kak MOXKHO dYalle MpOCMaTpuBaTh OTYETHI O
nestensHOCTH neteil B MHTepuete. CrnegyeT oOpaTuTh BHUMaHHE HAa HEOOXOAMMOCTH COJEp>KaHUS
POIUTENBCKUX TMapoJiel (maposield aIMUHUCTPATOPOB) B CTPOTOM CEKpeTe U OOpaTUTh BHHUMAaHHE Ha
CTPOTOCTh 3TUX MAPOJIEH.

CoBeTbl 10 0€30MACHOCTH B 3TOM Bo3pacte ot 13 10 17 jer

Co3paiiTe CIMCOK JOMAIIHUX TPABUII MOCeNieHus: MHTepHeTa npy y4acTUu MOJPOCTKOB U TpeOyiTe
0€3yCIOBHOTO €ro BBIMONMHEHUS. OOroBopuTe ¢ PeOSHKOM CIHUCOK 3aMpeleHHBIX CAWTOB («4epHBIN
CIHUCOK»), 4achl paboTel B MHTepHeTe, pyKOBOACTBO Mo oOmeHuto B MHTepHeTe (B ToM ducie B
qarax).

KOMHLIOTep C IMOJKIYCHHEM K CCTH I/IHTepHeT JOJDKCH HaXOJIWUTLCSA B 06IJ_IGI\/’IKOMH8.TC.

He 3a0biBaiiTe OecenoBaTh ¢ AeThbMU 00 UX ApPY3bsiX B VIHTEpHETE, O TOM, YeM OHH 3aHSATHl TAKUM
obpa3om, OyATO pedb UAET O APY3bAX B peanbHOU xu3HU. CIpamuBanTe o0 JIOASIX, ¢ KOTOPBIMU JETH
00IIAIOTCS TIOCPEACTBOM CIY)XKO MTHOBEHHOTO OOMEHa COOOIIEHUSMH, YTOOBI YOEIUTHCS, YTO ITH
JIOJI UM 3HAKOMBI.

HCHOJ’ILByﬁTC cpeacTBa 6JIOKI/IpOBaHI/IH HCXCIIaTCIIbHOI'O KOHTCHTA Kak
AOIMOJIHCHUC K CTAHAAPTHOMY POZ[I/ITCHLCKOMY KOHTPOJIIO.



* HeoOxomuMo 3HaTh, KakMMU 4YaTamMH TMoJib3yroTca Bamm netu. [loompsiite ucnonbp3oBaHue
MOJIEPUPYEMBIX YaTOB M HACTAUBANUTE, YTOOBI IETH HE OOIIAINCH BIPUBATHOM PEKHME.

* HacrauBaiiTe Ha TOM, 4TOOBI IETH HUKOT/Ia HE BCTPEUAINCH JIMYHO C IPY3bsIMU U3ceTH MHTEepHeT.

* [lpuyunTe mereil He BbIABATh CBOIO JMUHYIO HH()OPMALIMIO CPEICTBAMHU HIEKTPOHHON MOYTHI, YaTOB,
CHCTEM MTHOBEHHOTO OOMEHA COOOIICHUSMH, PETUCTPAIIMOHHBIX (OPM, JTUYHBIX Mpoduiei u npu
perucTpanyu Ha KOHKypchl B IHTepHeTe.

* Ilpuyuute aereil He 3arpyxarhb NporpamMmmbl 6e3 Bamiero pazpemenns. OObsICHUTE UM, YTO OHU MOTYT
CIIydaifHO 3arpy3uTh BUPYCHI UJIU APYrO€ HEXKEINATEIbHOEIPOIPaMMHOE 00eCTIEUeHHE.

* Ilpuyuute Bamero pebGenka cooOwmaTh BamM 0 JIIOOBIX Yrpo3ax WM TpPeBOrax, CBS3aHHBIX C
WNurtepnerom. HamoMHuTe nersM, 4ro OoHM B O€30MAaCHOCTH, €CIM CaMH paccKa3alid BaM, O CBOUX
yrpo3ax uiam TpeBorax. [loxBaiure ux v MOCOBETYHTE MOJONTH €e1lle pa3 B MOJAOOHBIX CIydasiX.

* Pacckaxure aersm o mopHorpaduu B MuTepnere. Ilomorute um 3amuTuThes OT crmama. Hayuure
MOJIPOCTKOB HE BbIJaBaTh B MHTEpHETE CBOEro peasbHOr0 3JEKTPOHHOIO ajpeca, HE OTBEYaTh Ha
HEeXeJaTeJIbHbIC TMChMa U UCTIOIh30BaTh CIEIIHATIbHBIC TTOYTOBBIE (DUIIHTPHI.

* [lpuyunte ceOst 3HAKOMHUTHCS C CAUTaMH, KOTOPHIE TTOCEIIAOT TIOIPOCTKH.

* Hayuure nereil yBakaTb JOPYrUX B HHTepHeTe. YOeauTech, YTO OHU 3HAIOT O TOM, YTO IpaBUIIa
XOpOIIIETO MOBEACHUS AEUCTBYIOT BE3JIE — JIaXe B BUPTYAIIbHOM MHMpE.

* (OObsicHUTE [JeTsIM, UYTO HU B KOEM Cilydae Henb3s HCHoiab3oBaTh CeTb ISl XYJIUTaHCTBA,
pacnpoCTpaHeHus CIUIETEH WM YTPO3 IPYTUM JIIOJISIM.

* OOcynuTte ¢ MOJIPOCTKaMU MPOOJIEMBbI CETEBBIX a3apTHBIX UTP U MX BO3MOXKHBIMpHCK. Hamomuure,
YTO JETHU HE MOTYT UTPaTh B 3THU UTPHI COTTIacHO 3akoHY. IlocTOSsHHO KOHTpOIUpYiiTe
ucnoJib3oBanue MurepHera Bamum pedenkom!

* JT0 He HapyUIeHUe ero JUYHOI0 MPOCTPAHCTBA, 2 Mepa NMPeJOCTOPOKHOCTH UIIPOsIBJIEHHE
Bameii poauTeibCKoi 0TBETCTBEHHOCTH M 3200Thl. UH(pOpManMoHHAs mMaMsATKA
IJIS 00y4JaromuXxcst i pa3MelneHuss uHgopmManun Ha 0pUUMATIBLHBIX

HNuTepHeT-pecypcax

C KaXXAIbIM I'OI0OM MOJIOJAC)KHU B MHTCPHCTC CTAHOBHUTLCS 6OJ'II>I_HG, d IIKOJIbHUKKW OJHH U3 CaMbIX aKTHMBHBIX
MOJIb30BaTEICH PYHeTa. Me;xz[y TEM, IIOMUMO OI'POMHOI'0 KOJIMYCCTBA BO3MO)KHOCT€I>1, HHTCPHCT HCCCT U
HpO6HCMBI. OTa naMsaTKa JOJI2KHa ITIOMOYb TeOe Oe30macHo HaxoJUTbhCA B CCTH.

KoMnbrorepHbie BUPYCHI
KommnbroTepHslil BUpYC — 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX IPOTPaMM, OTINYUTEIbHOU

0COOEHHOCTBIO KOTOPOH SABIISIETCS CHOCOOHOCTh K pPa3MHOXKEHHIO. B OMosHEeHHe K 3TOMY, BUPYCBHI MOTYT
MOBPEANUTH WM TIOJTHOCTbIO YHUUTOXUTh Bee (ailiibl U JaHHBIE, TOAKOHTPOJIbHBIE OJIB30BATENI0, OT UMEHH
KOTOpOTro Obljia 3amylleHa 3apaxEHHas

nporpamMma, a TAKKC MOBPCAUTH UIIU JAKEC YHUYTOXUTH OIICPANMOHHYIO CHCTCMY CO BCEMU (baﬁHaMH B

1esioM. B 60bIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl Yepe3 HHTEPHET.

MeToab! 3a1IUTHI OT BPEJOHOCHBIX IPOrpaMM:

1. HCHOJ’ILByﬁ COBPCMCHHBIC OINCPpAallMOHHBIC CUCTCMbI, UMCIOIIUC CCpBéSHBIﬁ YPOBCHB 3allIUTBI OT

BPEAOHOCHBIX IIPOTpaMM;



2. TIocTOSHHO ycTaHABIMBal Ha maT4yd (HU(POBBIE 3AILUIATKM, KOTOPhIE aBTOMATHYECKU yCTAHABIMBAIOTCS
C UENbI0 JTOpabOTKU MPOrpaMMBI) W JIPYrHe OOHOBJICHUS CBOEH OmNepaoHHOW cucTteMbl. CkadymBail mx
TOJIBKO ¢ odumuansHOro caiita paspadorurika OC. Ecmu CymecTByeT peXuM aBTOMAaTHYECKOIO
O0OHOBJICHHSI, BKJIFOYH €r0;

3. PaboTaii Ha CBOEM KOMIIBIOTEPE IO/l PABAMH TI0JIb30BATENS, & HE AMUHUCTPATOPA. DTO HE TO3BOJUT
6OJII)IHI/IHCTBy BPCAOHOCHBIX ITPOTrpaMM HMHCTAJIJIMPOBATHECA Ha TBOEM IIEPCOHATIBHOM KOMIIBIOTEPC,

4. Vicnonb3yit aHTUBUPYCHBIE IIPOrPAMMHBIE IIPOIyKTHI M3BECTHBIX IPOM3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyb GU3MIECKHI JOCTYN K KOMIBIOTEPY [T TIOCTOPOHHMX JIAIL;

6. Mcnonp3yii BHEIIHIE HOCUTENM MH(OPMAIUH, TaKue Kak (IelKa, JUcK Win (aiiams

HUHTCPHETA, TOJIBKO U3 IMMPOBCPCHHBIX HCTOYHHUKOB,

7. He oTKpbIBail KOMIBIOTEPHBIE (DAHIIBI, MONYYEHHBIE U3 HEHAAEKHBIX MCTOYHUKOB. Jlaxke Te (ailibl,
KOTOpbIe MpHUCIad TBOW 3HaKOMbIN. Jlydle yro4yHM y HEro, OTHPABISI JIU OHTEOE MX.

Ceru WI-FI

Wi-Fi - 3T0 He BHJI mepegayd JaHHBIX, HE TEXHOJIOTHS, a BCEro Juib OpeHa, mapka. Eme B 1991 roay
HUJepiaHjacKas KoMmmaHusi 3aperucrpupoBaia Openny «WECA», uto o0003Hayano clIoBOcOYETaHUE
«Wireless Fidelity», xkoTopsIii mepeBOAUTCS Kak «OeCpoBOIHAS TOYHOCThY. J[0 HaIlero BpeMeHH IOIjia
npyrast abOpeBuarypa, KOTOpasi SIBISIETCS TaKOW jKe TexHoJoruei. Ito abbpesuatypa «Wi-Fi». Takoe
Ha3BaHME OBLIO JIAHO C HAMEKOM Ha CTaHJapT BBICHIMIA 3ByKOBO#M TexHuku Hi-Fi, uro B mepeBoae o3Hayaer
«BBICOKAsi TOUYHOCTHY. [la, OecrIaTHBIN HHTEPHET-IOCTYN B Kade, OTeNAX U adponopTax SBISETCAOTIMYHON
BO3MOXKHOCTBIO BbIXOJIa B MHTEepHET. HO MHOTHE 3KCIepThl cunTaroT, 4to obmenoctynubie Wi-Fi cetn He
SIBJISIFOTCSI 0€30MaCHBIMHU.

CoseTbl 10 0e30macHOCTH padoTe B 00menocTynmHbIx cersax Wi-fi:

1. He nepenasaii cBoro muunyro nadopmanuio yepes obmenocrynusie Wi-Fi cetn. Paborass Hux,

KEJIAaTCJIbHO HEC BBOJAUTH IIapPOJIM AOCTYIIA, JOTMHBI 1 KAKHUC-TO HOMEPA,

2. Vcnonb3yii 1 0GHOBIIAN aHTUBUPYCHBIE IIPOrPaMMbI M OGpaHaMayep. TeM caMbIM ThI0O€30MaCHIIb

ce0s OT 3aKauKu BHpPYCa HA TBOC YCTpOﬁCTBO;

3. TIIpu ucnonszopanuu Wi-Fi oTkimoun ¢byukuuio «O0mwuit noctyn K daitiam u

MIPUHTEPAM.

Z[aHHafI (I)YHKI_II/IH 3aKpbITa 110 YMOJYAaHHUIO, OJHAKO HEKOTOPBIC IIOJIb30BATCIIN aKTI/IBI/Ipy}OTeé JJIsL yI[O6CTBa

HCIIOJIb30BAHHUA B pa60Te NN ytle6e;

4. He ucnons3yii myonuanbiii WI-FI 11s iepeayun TMUHBIX JaHHBIX, HATIPUMED IS BBIXOAB COLMAIBHBIE

CCTU HUJIN B BJICKTPOHHYIO ITIOYTY;

5. Wcnons3yil TonbKo 3amuiieHHoe coenunenue uepes HTTPS, a me HTTP, T.e. npu HaGope BeG-aapeca

BBOM MMeHHO «https://»;

6. B mo6uibHOM Tenepone otkmoun gpynkuuio «[loaxmodenne k Wi-Fi aTomatnuecku». He momyckaii
AaBTOMATUYECKOT0 TMOAKIIoUeHHs ycTpoiicTBa Kk cerssMm Wi-Fi 6e3 TBoero coriacusi.

CouunajnHble CeTH



COI_[I/IaJIbeIC CCTU aKTUBHO BXOJAT B Hally KM3Hb, MHOT'UC JIFOOU pa60Ta10T " )XUBYT TaM IIOCTOSIHHO, a4 B
Facebook yxe 3apeructpupoBaH MWJUTMAP] YEJIOBEK, YTO SIBISETCS OJHOM CEIbMOW BCEX JKHUTEJCH
miIadeTsl. MHOTHE MOJb30BATCIIM HE IIOHUMAKT, 4YTO HH(bOpMaL[PISI, pasMCliCHHAad HMMHW B COLHAJIBHBIX
CeTsIX, MOXET OBITh HaiJieHa W WCIOJb30BaHA KEM YrOJHO, B TOM 4YHCIE HE 00S3aTelnbHO C ONaruMu
HaMCPCHUSAMMU.

OcHOBHBIE COBETHI IO 0€30I1aCHOCTH B COIIMAJBHBIX CETHAX:

1. Orpannus cnncok apyseii. V 1€6s B APY3bAX HE JOKHO OBITH CIyYaiiHBIX M HE3HAKOMBIX

JTIIO/IEH

2. 3amumiaii cBOXO YacCTHyIO XHu3Hb. He ykaspiBail mapounm, TeneoHbl, afpeca, 1aTy TBOETO POXKICHHS U
JPYrylo JUYHYI0 HH(OpMaIHio. 3710yMBIIJIEHHUKA MOTYT HCIOJIb30BaTh Jake UH(POpPMAILIMIO O TOM, KaK

THI ¥ TBOM POJMTEIIN IIJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammmiaii cBOKO pENyTALUIO - IEPKH €€ B YUCTOTE U 3a/aBail cebe BOIPOC: XOTEN ObI ThI, YTOOBI APYTUE
II0JIb30BaTEIN BHUCIIN, YTO ThI 3arpy>1<aem5? HOHYMafI, mpexac 4€M 4T1O-TO OHy6J'II/IKOBaTI>, Hamucarb u
3arpy3uTh;

4. Ecnu Tl FOBOPHIIb C JIFOBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJB3Yil CBOE PealbHOE UMSH JIPYIYIO

JTUYHYI0 UHGOPMALIMU: UMSI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpoyee;

5. U30beraii pasmemenus Gororpaduii B UaTepHETE, I1e THI M300pa’keH HA MECTHOCTH, TIOKOTOPOM

MOYHO OTPEACIUTDh TBOE€ MECTOTIOJIOKECHHE;
6. Ipu perucTpanuy B COMANBLHOM CETH HEOOXOMMO HCIIOIb30BaTh CIOKHBIE ITAPOIIN,COCTOSIIUE U3

OyKB U 1P U C KOJIMIESCTBOM 3HAKOB HE MeHee §;

7. HJ’IH COI_[HaJIBHOfI CCTH, IMOYTHI U APYIUX calToB H€06XO,Z[I/IMO HCIIOJIB30BATh Pa3sHbBICIIAPOJIN. Torz[a cClin
TEOs B3JIOMArOT, TO 3JIOYMBIIJICHHUKHU I1OJTy4YaT AOCTYII TOJIBKO K OJJHOMY MECTY, @ HC BO BCC Cpaszy.

DJIeKTPOHHBbIE IeHbI'H

3J'IeKTpOHHI>IC JCHBI'M — 3TO O4YCHb y,Z[O6HBII71 croco0 HHaTe)Keﬁ, OJIHAKO CYIIECTBYHOTMOILICHHUKH,

KOTOPBIC XOTAT NOJYYUTDb 9TU ACHBI'U.

3J'IeKTpOHHI>Ie ACHBI'K IIOABUIIUCH COBCEM HEAABHO U UMCHHO H3-3a 3TOTO BO MHOTUXT'OCYAApCTBAX 0 CUX

IIOP HC IIPOIIKMCAHO ITPO HUX B 3aKOHAX.

B Poccun xxe oHn (I)YHKI_H/IOHI/IPYIOT " O HUX YK€ IIPOTIUCAHO B 3aKOHEC, I'’/IC UX PAa3ACIIAIOT HaA

HECKOJIPKO BHJIOB — aHOHMMHBIE 1 HE aHOHHUMHEIE. Pa3HuIa B TOM, YTO dHOHUMHBIC - 3TO T€,B KOTOPBIX
paspemacTcsa NpoOBOAUTH OIICPAllUA 0e3 I/I,Z[eHTI/I(I)I/IKaLH/II/I IIOJIB30BAaTCJIsA, a B HC

AHOHHUMHBIX I/I,Z[eHTI/I(I)I/IKaI_[I/II/I I0JIb30BATEIIS SABIISIETCS 00SI3aTEIIBHOM.

Taxoke CJICAYCT pa3jiIn4aTh 3JICKTPOHHLIC (I)I/IaTHBIC JACHbI' (paBHLI rocyaapCTBCHHbIM BaJ'IIOTaM) n

OJICKTPOHHBIC HC(pI/IaTHLIC JACHbI' (HC PaBHBI TOCYAAPCTBCHHBIM BaJ'IIOTaM).

OcHOBHBIE COBETHI MO 0€30MaCHON PaboTe C ANEKTPOHHBIMH JCHbIaMHU:

1. MpuBsxu K cyeTy MOGHIBHBIH TeaeoH. DTO caMblil YI0OHBIH 1 OBICTPBIN CII0CO6

BOCCTAHOBHTB JIOCTYII K cueTy. [IpuBsizanHbIi TeaeoH MOMOXKET, ey 3a0yAelTh CBOUIUIATEKHBIM apoIIb



WJIM 3aiJENIb HA CAUT C HE3HAKOMOTO ycTporcTBa; Mcnomb3yii ogHopa3oBbie napoiu. [locie nepexoa Ha
YCUJICHHYIO aBTOPU3AIUIO TeOeyKe He Oy/IeT yrposkaTh OMAaCHOCTh KPaXXH WM NepexBara IMIaTeKHOTO

apoJs;
2. Boibepu ci10kHbIH apoitb. [IpecTynmHukaM OyeT He MPOCTO yraaaTh CIIOKHBIN MapoJib.

Hanexupie maposm — 3T0 maposiv, KOTOpbIe COACPKAT HE MEHEE 8 3HAKOB M BKIIIOUAIOT B CE0s CTPOUHBIC U
MPONKCHBIE OYKBBI, IIU(PHI U HECKOJBKO CHMBOJIOB, TaKME KaK 3HAK J0JUIapa, (yHTa, BOCKIUIATEIbHBIN
3uak u 1.11. Hanpumep, $tRONg!;;

3. He BBOJU CBOU JINYHBIC JAHHBIC HA Caf/'ITaX, KOTOPBIM HE JOBCPACIUIL.
DJIeKTPOHHASA MOYTA

SHGKTpOHHaSI mo4yTra — 9TO TEXHOJIOTHA U MPEAOCTABIIACMBIC €10 YCIYTH 11O IEPECHIJIKE U TTOJTYYCHHU IO

AJIIEKTPOHHBIX COOOIICHUM, KOTOPHIE PACTIPEICIISIIOTCS B KOMITBIOTEPHOU CETH.

OOBIYHO NIEKTPOHHBIN MOYTOBBIN SATUK BBITIISIAT CISAYIONUM 00pa3oM:
WMsI_TI0JTh30BaTEIsA(WUMS_JIOMEHA.

Taxoke kpome mepeaavn MPoCTOro TEKCTa, UMEETCS] BO3MOXKHOCTD TepeaaBaTh (aiiabl. OCHOBHBIE COBETHI TIO
0e3omacHO# paboTe C MEKTPOHHOM MOYTOM:

1. Hano BeIGpaTh mpaBUIILHBIN HOYTOBEIN CEpBHC. B HHTEpHETE €CTh OTPOMHBII BBIOOD

OecIJIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JyYIlle JOBEPSATH TEM, KOTO 3HACIIb U KTO MEPBBIUB PEUTHHTE;

2. He ykaspIBaii B TMYHO} 1oYTe TuuHyto nHdopmaruio. Hanpumep, nydine BeI6paTh

«MY3BIKATbHBINA _(haHaT@» nmu «pok2013» BmecTo «remal3»;

3. Hcnonp3yii IByXOTaHyk0 aBTOPH3ALHI0. DTO KOTIa IIOMUMO MAapoJis HY’KHO BBOJUTh KO, IPHCHLIAEMBIi

o SMS;

4. BeiGepy cnoXKHBIHM Maposk. 1 KaXkI0To IOYTOBOTO AIUKA JOJDKEH ObITh CBOMHAIEKHEIH,

YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOXXHOCTH HalucaTh caMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOHB3YI>'I Ty

BO3MOXXHOCTB,

6. Hcnomb3yii HECKOJIBKO MOYTOBBIX SAIMKOB. I1epBBIi I 9aCTHOW MEPENHCKH CaapecaTaMy, KOTOPHIM
ThI JOBEpsiellb. DTO JIEKTPOHHBIN ajipec He HAJJ0 MCIOJIb30BaTh MPH PEerucTpaluy Ha popymax U caiTax;

7. He otkpbiBail (aiiiibl M Apyrue BIOKEHUsS B NUCbMAX JaXKe €CIM OHHM NPUILIM OT TBOMX JAPY3€H.

Jlydie yTo4HM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (pailiibl;

8. ITocie okoHUAHUS paboThl Ha TOYTOBOM CEpPBHCE MEPE 3aKPHITUEM BKJIAJIKH C CAaliTOMHE 3a0yb
Ha)KaTh Ha « BeIITIY.

Ku0epOyJIMHT MM BUPTYyaJibHOE U31€BaTe/IbCTBO
KubepOyminuHr — npecieoBaHne cOOOIEHUSIMH, COAEPIKAIIUMU OCKOPOJICHHS], arpecCuio,3ayruBaHue;

XYJIUTaHCTBO, COLIMAJIbHOC GOﬁKOTHpOBaHHC C IIOMOIIIBIO



PA3JIMIHBIX UHTCPHET-CCPBUCOB.

OcHoBHbIE coBeThI 10 0opbie ¢ kndepOy I THHIOM:

1. He Gpocaiica B Goii. Jlyummuii cioco6: M0COBETOBATLCA Kak ce0s BECTH M, €CIIM HET TOr0, KKOMY MOKHO
OGpaTI/ITbCSI, TO BHA4YaJIC YCIIOKOUTLCA. Ecnu THI HauHelL OTBEYaTh OCKOp6HeHHHMI/I Ha OCKOp6H€HI/IH, TO
TOJIBKO e11le 0OJIbIIE Pa303OKeNTh KOHMIHKT;

2. Yrpapnsii cBoeil kubeppenyTanueii;

3. AHOHMMHOCTH B CETH MHHUMas. CYIIIGCTBYIOT CHOCOOBI BBIACHUTH, KTO CTOUT 3aaHOHUMHBIM

AKKayHTOM;
4. He cTouT BecTH XyIMIaHCKUii 06pa3 BUPTYaIbHOM XU3HH. HTEPHET PUKCHPYET BCETBOU

NEUCTBUS M COXpAHSET UX. Y AAUTh UX OyJeT KpaiHe 3aTpyIHUTETHHO;
5. Cobnroaii cBOX0 BUPTYaNbHYIO YECTH CMOJIOJLY;

6. Urropupyii equHuuEbI HeraTuB. OHOPa30BbIe OCKOPOUTENBHBIE COOOIIEHHUS Ty HIIE

UrHOpupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcsi Ha Ha4aJbHOU CTaauu;

7. Ban arpeccopa. B mporpaMmax 06MeHa MTHOBEHHBIMH COOOIIEHHUSMH, B COIIMATBHBIXCETSIX €CTh

BO3MOJKHOCTb OJIOKMPOBKH OTIIPABKU COOOIIEHUI C OTIPEICTICHHBIX aJIpECOB;

8. Ecmu ThI cBuzeTens kubepOymnuara. TBou JeHCTBHUA: BHICTYNMTH MPOTUB IIPECIEA0OBATENS, TI0KA3aTh
€My, 4TO €ero JCHCTBHUS OLEHUBAIOTCS HEraTUBHO, MOAJEPKATh KEPTBY, KOTOPOIH Hy)KHA MCUXOJIOTHYECKast
MOMOII[b, COOOUTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.

MoouiabHblii Te1edoH

CoBpemeHHbIe cMapTQOHBI U IJIAHILIETHI COAEPKAT B ce0e BIOJHE B3POCIbIA (PYHKIMOHA, U TETIEPh OHU
MOTYT KOHKYPHPOBaThb CO CTallMOHAPHBIMH KoMmbioTepamu. OJHAKO, CPEACTB 3alIUTHl IJIs MOJIO0OHBIX
YCTPOICTB MOKa OYEHb MAJIO.

TeCTI/IpOBaHI/Ie Hn IIOHUCK YHSBI/IMOCTeﬁ B HUX IIPOUCXOJUT HC TaK MHTCHCHBHO, KaK IJIs HK, TO K€ CaMOC

KacaeTcs ¥ MOOMIIBHBIX HpHJIO)KCHHfI.

COBpeMCHHHe MOOUIILHEIE 6paysepLI YK€ IMPAKTHYCCKHU [JOTHAJIM HACTOJIBHBIC aHAJIOTHW, OIHAKO
paCcIupCHUC q)YHKI_II/IOHaJ'Ia BJIEYET 3a CO0OI 6OJ'ILH_IYIO CJIOKHOCTb U MCHBIIYIO 3allIUIIICHHOCTb.

Z[a.]'[eKO HC BCC IPOU3BOAUTCIIA BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKpPbIBAOINEC KPUTUYCCKHUEC YA3BUMOCTH IJIA

CBOUX YCTPOMCTB.

OcHoBHBIE cOBETHI 1JIs1 0€30I1ACHOCTH MOOMJIBHOIO Tesle(oHa:

1. Hudero He siBisieTcst mo-HacTosieMy OecriaTHeIM. Bynib ocToposkeH, Belb Korja rede
IpeJUIaratoT OeCIUIaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO IJIATHBIE YCIIYTH;

2. Jlymaii, npexxae yem otnipaButh SMS, doto niam Buaeo. Thl TOYHO 3HACIIb, TJI€ OHU OYAYT
B KOHEYHOM HUTOTre?

3. Heo6x011Mo 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vcnionb3yil aHTUBUPYCHBIE IPOTPAMMBI JUI MOOHITBHBIX TEJIe(hOHOB;



5. He 3arpyxait npuiio)keHust OT HEM3BECTHOT'O UCTOYHHUKA, BEIb OHU MOTYTCOJIEpPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

6. Ilocie TOro Kak ThI BBIIICIIb C CaiiTa, I'/Ie BBOIWII JINYHYIO HH(POPMAIUIO, 3aiT1 BHACTPOIKU

Opay3sepa u ynanu COOKies;

7. Ilepuoanyuecku MpoBePsid KaKUe TUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBoit HOMep MOOMIIBHOTO Tesie(hOHA TOIBKO JIFOSIM, KOTOPBIX ThI 3HACTIH HKOMY
JOBEpSIEIIb;

9. Bluetooth momxeHn ObITH BBIKIIIOYEH, KOT/Ia ThI KM HE MOJIb3yenibesi. He 3a0biBaiinHOT 18
MPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPBl — ATO KPAacOUYHbIE, 3aXBATHIBAIOLIUE pa3BieueHUs, OOBEAUHSAIONINE COTHH
THICSIY YEJIOBEK IO BceMy Mupy. Mrpoku uccrneayrooT HJaHHBIH UM MUp, OO0IIalTcs APYr € JAPYrom,
BBITIOJTHAIOT 3a/aHMsI, CPaXarTCs C MOHCTpPAMH M MOJY4YarOT OIBIT. 3a YJOBOJBCTBHE OHM IUIATAT:
MOKYIAOT JUCK, OTJIAYMBAIOT aDOHEMEHT WUJIU MPUOOPETAIOT KaKKe-TO OMIIUH.

Bce atu cpencTBa uAyT Ha MoJiep>KaHNUEe U pa3BUTHE UTPHI, a TAKXKe Ha caMy 0€3011aCHOCTD:

COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPH3ALlMH, BBIYCKAIOTCS HOBBIE MaTyd (LMU(POBBIC 3aruiaTKu JyIs

MporpamMm), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX urpax CTOUT omacaTtbCsa HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KPAXXUTBOETO IIapoJisi, HA

KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLUU OOJIBIIMHCTBA UTP.

OcHOBHbIE COBETHI 10 0€3011aCHOCTH TBOEIr0 HI'POBOro aKkKayHrTa:

1. Ecnu gpyroii urpok BezeT ce6sl III0X0 MM CO3AET TeOE HENMPUATHOCTH, 3a0J0KUPYH €rOB CIUCKE

HUI'POKOB;
2. HO)KEUnyICSI AIMHUHUCTpATOpaM UI'Pbl HA INIOXOE€ IMMOBCACHUEC 3TOI'0 UI'POKa,KEJIaTCIbHO

IIPWIOKUTH KAKHE-TO I0KA3aTeNbCTBA B BUJIE CKPUHOB;
3. He yka3sbIBaii TMuHY0 HHPOPMAIHIO B IIpoQaiine urpsr;
4. YBaxail Apyrux y4acTHHKOB I10 UIDE;

5. He ycranasnuBaii HeODHUIMATBHBIE TIATYH M MOJIBL;

6. Ucnonb3yii CIOKHBIE U Pa3HbIE TAPOJIH;

7. [[axce BO BpCM4 UTPbI HE CTOUT OTKIIFOYATh aHTUBUPYC. Iloka TBI UT pacuib, TBOI\/’IKOMHBIOTep

MOTYT 3apa3uTh.

@OUIIUHT WA KpaiKa JUIHBIX JaHHbIX
OObIyHOM Kpa>1<el71 ACHCT U IOKYMCHTOB CCTOJJHA YK€ HUKOI'O HC YI[I/IBI/IfI_I_IB, HO C Pa3BUTUCMHUHTCPHCT-

TEXHOJIOT Uit 3JIOYMBIIIJICHHUKH NEPEMECTUIINCH B UHTCPHET, U IIPOJOJIKAOT

3aHUMATBCS «JTFOOMMBIMY JACIIOM.



Tak mosiBMIIach HOBast yrpo3a: HHTEPHET-MOIIEHHINYECTBA WX (DUILUHT, TIaBHAS 11eTTh
KOTOPOT'O COCTOUT B MOJy4EHUH KOH(UACHIIMAIBHBIX TAaHHBIX MOJIb30BaTENCH — JIOTHHOBHU naposieil. Ha
AHTJIMHCKOM si3bIKe phishing unTaercs kak ¢pumuHr (ot fishing — peiOHas 0B, PASSWOrd —I1apoJis).

OcHoBHbIE coBeThI 10 00pbOe ¢ pumMHIroOMmM:

1. Cnenu 3a cBoum akkayHToM. Ecii Tl 0103peBaeNIb, 4TO TBOS aHKETa ObLIA B3JIOMaHa,To
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOLTUTh aIMUHUCTPATOPaM pecypca 00 TOM Kak MOKHO CKOpee;

2. Wcnonb3yii 6e30macHble BEO-CaiThI, B TOM YUCIIE, MHTEPHET-MAra3uHOB UITOMCKOBBIX

CHCTEM;

3. Vcnonp3yii ci10/kKHbIE ¥ pa3Hble Mapoar. Takum 06pa3oM, eciu Te6s B3JIOMAIOT, TO

3JIOYMBIIIJICHHUKY 1TOJIYy4YaT JOCTYII TOJIBKO K OJJTHOMY TBOEMY HpO(i)I/IJ'II-O B CC€TH, 4 HCKO BCEM,

4. Eciu Te6s B3IOMAJIHU, TO HEOOXOAMMO MPEAYIIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBIJIEHBI y TEOSI B IPY3BAX, O TOM, UTO T€OsI B3JIOMAJI M, BO3MOKHO, OT TBOETO UMEHHOYIET pacChUIaThCs

CIlaM M CCBIJIKH Ha CbI/II_HI/IHFOBI)Ie CaﬁTBI;

5. Ycranosu HanexHslii napois (PIN) Ha MOOUIEHBIA Tenedon;
6. OTkiroun coxpanenue naposst B 6paysepe;

7. He oTkpbIBaii (haiiyibl U APYrHE BIOKEHHS B IIMChMaX JaKe €CIIM OHU NPHIILIA OTTBOMX

Apy3ei.

Jlydire yTOYHH Y HUX, OTIPABIISIIN JIK OHU TeOe 3Tu (aiiisl;

udposasi penyranus

Hudposas penyraius - 3T0 HeraTUBHAs WK NO3UTUBHAS HHPOpMaIus B cetu o Tedbe. Komnpometupyromias
uH(popMalus pa3MelIeHHas B HHTEPHETE MOKET CEPbe3HbIM 00pa30MOTPa3UThCS HAa TBOEH peaibHOM
KU3HU.

«Hudposas pemnyranus» - 3T0 TBOW UMUK, KOTOPBII popmMupyercs u3 HHPOpMaIiu 0 Te0e B UHTEPHETE.

TBoe mecTo JKUTCJIBCTBA, y‘le6H, TBOC (I)I/IHaHCOBOC IIOJIOKCHUC, 0COOEHHOCTH XapakTepa U pacCKa3bl O

OJIM3KHMX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHuorue NOAPOCTKHU JICTKOMBICIICHHO OTHOCATCA K HY6J'II/IKaI_II/II/I JIMIHOM HH(bOpMaHHH BI/IHTepHeTe, HC
IIOHHMMAasis BO3MOXHBIX HOCHG,I[CTBI/Iﬁ. Tel nmaxxke HE CMOXEIIbL A0TaJaTbCs O TOM, 4YTO (1)0T0rpa(1)1/1;1,
pasMeICHHaA 5 ner Ha3aj, ¢Ttajia HpH‘IHHOﬁ OTKa3a MpUHATb TeOs Ha pa60Ty.

KommenTtapuu, pasMerienue TBoux (otorpaduii u apyrue 1eiicTBUS MOTYT He MCUE3HYTh Jaxe MOcCJe TOro,
Kak Tbl MX yJganuiib. Thl HE 3Haellb, KTO COXPAaHWJI 3Ty MH(OpMaIUIo, Momaja JU OHAa B IOUCKOBBIE
CHCTEMBI U COXpaHWIACh JIM OHA, a TJIaBHOE: YTO MOIYMAlOT O TeOe OKpyXKarollee JI0 11, KOTOpble HalaAyT U
yBUIAT 3T0. HaliTh nH(pOpMaInio MHOTO JIET CITYCTSI CMOXKET JIF000# — Kak U3 100pBIX MOOYXAEHUH, TaK U C
HaMepeHHEeM MPUYHHUTH Bpell. ITO MOKET ObITh KTO YTOJHO.

OcHoBHbBIE COBETHI 110 3aIIUTe HH(PPOBOH penyTanum:

1. Moaymait, mpex e 4eM YTO-TO MyOGIMKOBATh M TIEPEIABATH y Ce0s B GJIOTe WM BCOLMATBHON

CeTH;



2. B nacrpoiikax mpoduis yCTaHOBM OIPaHUYEHHS Ha IIPOCMOTP TBOETO MPOQHUIIS HETO

COJEPKHUMOT0, CIAENIAl €ro TOIbKO «UIs APY3€i»;

3. He pasmemaii u He yKa3biBail MH(QOPMAIIMIO, KOTOPAs MOKET KOTO-JIMO0 OCKOPOIATHUIA OOMKATD.
ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIbHUKA— aKTUBHBIC TOJIB30BATEIM HU(PPOBOTO MpocTpaHcTBa. OJHAKO JAJIEKO HE BCE
3HAIOT, YTO IIOJIb30BAaHHE MHOTHMH BO3MOKHOCTSIMH IIH(POBOrO MHUpa TpedyeT coONroneHHs MpaB Ha
WHTEIUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMUH «MHTEUIEKTYyallbHass COOCTBEHHOCTb» OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSM YEJIOBEYECKOI'O yMma,
Ha4yMHAasl C HOBBIX M300pETEHHMH U 3HAKOB, 00O3HAUAIOUIMX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U
3aKaH4MBasi KHUTaMu, poTorpadusiMu, KHHO(UIbMAMH U MY3bIKAJIbHBIMH IPOU3BEICHUSIMMU.

ABTOpCKHE IMpaBa — 3TO IIpaBa Ha MHHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTb Ha TIPOW3BEACHUS HAYyKH,

JUTEpaTyphl U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYMAIOT B KQY€CTBE TAPAHTUU TOTO, YTOMHTEIIEKTYAIbHBIN/ TBOPUECKUI TPYJ aBTOpa
He OyJeT HalpacHbIM, JacT €My CIpaBeUIMBbIE BOZMOXHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOEro TPyAa,
MOJIYYUTh U3BECTHOCTh U MTPU3HAHUE.

HukTo 6e3 paspernieHust aBTopa He MOXET BOCIIPOU3BOIUTE €r0 MPOU3BEACHHE, PACTIPOCTPAHSITH, TyOINIHO
JNEeMOHCTPUpPOBaTh, MpoJaBaTh, HMIOPTHPOBaTb, MyCKaTb B  MpOKaT, MYOJWYHO  HCIOJIHSTD,
MOKa3bIBaTh/UCIIONHAT, B 3dupe wim pasmemats B HMuTepHere. lcnonb3oBaHue «IHPATCKOTO»
MIPOrPaMMHOTO OOECTeueHUsI MOKET IPUBECTH KMHOTUM PUCKaM: OT TIOTE€PH JTaHHBIX K TBOMM aKKayHTaM
10 OJOKHPOBKM TBOEr0 YCTPOWCTBA, TJie YCTAHOBJICHHBIM He JeranbHas mporpamma. He crout Takxke
3a0bIBaTh, YTO CYLIECTBYET JierajbHble U OECIUIaTHbIE IPOTPAMMBbI, KOTOPbIE MOXHO HAlTH B CETH.

O nopraJie

CereBUYOK.p(p — TBOM IJIaBHBIA COBETYUK B CETH. 3[IECh Thl MOXKEIIb Y3HATh O OE30MMACHOCTHUB CETU
MOHATHBIM U IOCTYIHBIM S3bIKOM, & IIPU BO3HUKHOBEHUH KPUTUYECKOM CUTYAIlUU OOpaTUTHCS 32 COBETOM.
A Taroke MPUHATH y4acTHe B KOHKYpPCaX U CTaTh CaMbIM

U (POBBIM I'PAKTAHUHOM
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